
Hackers can go 10x faster,
with LLM-superpowers 

How to fight fire with fire 



I’m Roeland from Aikido,

Code, Container, Cloud & Domain Security
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Cofounder

http://aikido.dev/


Open-source license checks

Secrets detection

Surface monitoring (DAST)

Static code analysis (SAST)

Cloud Misconfig checks (CSPM)

Infrastructure as Code scanning

Virtual Machine scanning

Malware scanning

Open-source dependency scanning (SCA)

Container scanning

Scan everywhere you build, host & run

APIs scanning

APIs







AI is here to stay

Good or bad



Exploiting Dependencies with AI 

The new threats in open-source security



We rely on CVE’s to protect open-source 
supply chain 

3 Months (Average)

SECURITY RESEARCHER RESEARCHER MAINTAINERS PUBLIC CVE NUMBER

finds issue in package Researcher submits report fix issue released on databases





AI allows attackers to find vulnerabilities before a 
CVE is assigned

DEVELOPER

Fixes security flaw

CHANGELOG UPDATED

Fixes traversal issue

LLM INGESTS CHANGELOG

Data discovers possible 
vulnerability 

HUMAN/AI CRAFT ATTACK

Craft attack based on 
data Before CVE is public



We decided to beat the attackers 
at their own game 





How intel works

We monitor 5 million 
open-source packages 

changelog.md releasenotes.md

LLMs read all release notes and 
change logs 

Data CollectionVuln. Scanning
Checked against CVE 

databases 
Security engineer 
validates findings



171 177 105 56
LOW SEVERITY MEDIUM SEVERITY HIGH SEVERITY CRITICAL SEVERITY

600+
Undisclosed Vulnerabilities



67%
Never got a CVE assigned to them 

171 177 105 56
LOW SEVERITY MEDIUM SEVERITY HIGH SEVERITY CRITICAL SEVERITY



Exploiting AI 
Hallucinations









How do we find open-source 
packages?





youtube OvvLsySW ow 1280x720 h264

http://www.youtube.com/watch?v=JYvTKpHpCNc


What is TypoSquatting?

01 Attacker targets popular packages

02 Creates a package with a similar
Misspelt name that contains malicious 
code. But performs expected function.

03 Developer misspells package in code and 
uses malicious package unsuspectingly



What is Hallucination Squatting?

01 Attacker finds hallucinated  package

02 Creates a package with exact name 

performing expected functionality but with 

malicious code

03 Developer trusts AI and uses malicious package



Generate list of ‘How to’ from 
various languages

Repeat questions in ChatGPT 
(or other LLM)

Gather List of Hallucinated 
packages

Create malicious 
packages in registry 

20% - 60%
Packages hallucinated

Source and shoutout: Lasso Security  https://www.lasso.security/blog/ai-package-hallucinations

What makes a good exploit?

01 02 03 04



CHATGPT 3.5

Packages Hallucinated

CHATGPT 4 GEMINI COHERE

22%
Packages Hallucinated

24%
Packages Hallucinated

64%
Packages Hallucinated

29%

Lasso Security  https://www.lasso.security/blog/ai-
package-hallucinations

Source and shoutout: 



How do we fight this?  
Traditional methods like SCA won’t work 



New malicious package added 

AI model scans packages 
for malware

Security confirms malware

Feedback fed 
into model 

Application





https://www.npmjs.com/package/rexz-imagine-ai/v/1.0.5

What makes these packages so dangerous

01 They work

02 They look professional



Malicious LLMs

Script kiddies with superpowers



Malicious AI 





Malicious AI (WhiteRabbit NEO)



SQL injection with AI



SQL injection with AI



SQL injection with AI



How do we fight this?  



Vulnerable code 

Potential for OS command injection via child_process call



Developer commits code detect vulnerability reviews alert

Manually triage alert 

AI powered SAST

Traditional SAST tools don’t work

DEVELOPER

TOOLS SECURITY ENGINEERDEVELOPER

amends code with suggestion

SENDS CODE FIX

to developer

back to developer

SENDS INFO

SENIOR DEVELOPER

Investigates incident

01 False positives

02 Long remediation cycles



DEVELOPER COMMITS CODE TOOLS DETECT VULNERABILITY AUTO TRIAGE AUTOFIX APPLIED (AI)

AI powered SAST



AUTOFIXAUTOTRIAGEDETECTION



AutoTriage



AutoFix



Some more ways attackers are using AI

Bonus



How to effectively use malicious AI?

ULTIMATE WDAC BYPASS LIFT ULTIMATE WDAC BYPASS LIFT TEST REFACTORED EXPLOITS

Refactoring old exploits



How to effectively use malicious AI?

OSINT TOOLS PERSONAL INFORMATION AI MODEL SPEAR PHISHING CAMPAIGN

Next gen phishing



Final Thoughts

AI lowers the bar for entry for attackers, it does not create more 
sophisticated attacks

● Good security basics go a long way

AI comes with huge potential, and a lot of marketing BS! 

● AI is just getting started, but the potential is huge but opportunities need to focus 
on the advantages AI have

Using AI in organisations come with risks, banning it is not the solution

● Companies like Samsung have tried to ban AI models but this simply sends it into the shadows (Shadow AI)



you!
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