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Need for security testing in every DevOps stage 
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Application code can be vulnerable …

3



… but so can its build dependencies …
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… as well as its deployment dependencies …
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… and even its deployment configuration!
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Port 22 
ListenAddress 0.0.0.0 

LoginGraceTime 2m 
MaxAuthTries 6 
MaxSessions 10 

PermitRootLogin prohibit-password 
PasswordAuthentication yes 

AllowAgentForwarding yes 
AllowTcpForwarding yes 
X11Forwarding yes

Default Debian sshd configuration

Unrestricted address!

Prone to DoS attacks!

Weak authentication

!

Unnecessary features!



Embedded software is no exception!
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On 29th of September 2018, it was discovered 
that the credentials for the cloud storage of an 
indoor camera were hardcoded in its software. 

  
With those credentials, anyone could access the 

uploaded videos from any customer.
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Security testing to the rescue

8

SCA 

Software 
Composition 

Analysis

SAST 

Static 
Application 

Security Testing

DAST 

Dynamic 
Application 

Security Testing

automated 
resilience testing 

through fault 
injection

fuzzing and 
concolic testing 
of event-driven 

applications

ask me during the break!



Static application security testing

• Where is this class instantiated?


• Which code will never be executed?


• Can this acces raise a NullPointerException?


• Can this integer arithmetic overflow?


• May sensitive information leak outside? 

• …

answer questions about any execution of the program, without executing it

const onClickHandler = () => {
  const $ = document.querySelector;
  let pass = $("#pass").value;
  console.log(pass);
} source of 

sensitive 
informationsink to be avoided
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Desiderata
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false positive

false negative

fully precise: no false positives

test run

test run

production run

production run

termination  
automation

imprecise 
abstraction

incorrect 
abstraction

Inspired by [P. Cousot, VMCAI05]

complete: no false negatives
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Just one minor problemRice’s theorem, 1953
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Any non-trivial property of the behavior of programs 
in a Turing-complete language is undecidable!

Rice’s theorem, 1953

~ “Any non-trivial semantic 
property about the behaviour 

of a program in a Turing-
complete language is 

undecidable”

Solution: compute a  
(mostly sound and reasonably precise)  

under/over approximation of the behaviour 
(within a reasonable time budget).

reasonable for the 
use case at hand
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Computing an over-approximation
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2. the transition function defines how to step from one machine state to the next,

3. the injection function defines how to inject the expression to evaluate into an initial
machine state, and

4. the evaluation function defines the set of machine states that are reachable given an
initial expression.

State Space The state space of this CESK machine is given in Figure 3.2. The states
(⌃CESK) are composed of five components:

1. the control component Control represented by the expression being currently evalu-
ated or the value resulting from an evaluation,

2. the environment component Env which binds variable names to addresses,

3. the store component Store which binds addresses to values,

4. the continuation component Addr which indicates the address of the current contin-
uation, and

5. the time component Time which will depend on the analysis one want to make.

The CESKmachine initially takes its name from its components (Control, Environment,
Store, Kontinuation), but we use a variant that replace the current continuation of a state
by the address of this continuation, and that adds a timestamp to every state to simplify
the allocation of new addresses.

&CESK 2 ⌃CESK = Control ⇥ Env ⇥ Store ⇥ Addr ⇥ Time

Control = Exp + Val

⇢ 2 Env = Var * Addr

� 2 Store = Addr * Val

val 2 Val = Clo +Kont

 2 Kont ::= halt | ar(e, ⇢, a) | fn(clo, a)
clo 2 Clo ::= (�v.e)⇥ Env

a, b 2 Addr an infinite set of addresses

t, u 2 Time an infinite set of timestamps

Figure 3.2: State space of the CESK machine.

Transition Function The transition function for this CESK machine is parameterized
by two functions:

tick : ⌃CESK ! Time

alloc : ⌃CESK ! Addr

The definition of those functions depend on the analysis one wants to do. For the
concrete case, we have Time = Addr = Z, and define tick(h , , , , ti) = t + 1 and
alloc(h , , , , ti) = t.

The transition function is formalized by the relation (!) ⇢ ⌃CESK ⇥ ⌃CESK. We write
&CESK ! & 0CESK to mean that (&CESK, & 0CESK) 2 (!). We also use the following:  = �(a),
b = alloc(&CESK), u = tick(&CESK). We can now give the three cases that compose the
transition function.
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1. To evaluate a variable v, look up in the store the value associated with the address
of this variable:

hv, ⇢,�, a, ti ! h�(⇢(v)), ⇢,�, a, ui.

2. To evaluate an abstraction, create a closure by coupling the abstraction with the
current environment:

h(�v.e), ⇢,�, a, ti ! h((�v.e), ⇢), ⇢,�, a, ui.

3. To evaluate an application (e0 e1), first evaluate the operator e0 and push a con-
tinuation to evaluate the argument e1 afterwards. To push a continuation, update
the store with the new continuation (which lives at b = alloc(&CESK)) and update the
address component of the state to be b:

h(e0 e1), ⇢,�, a, ti ! he0, ⇢,�[b 7! ar(e1, ⇢, a)], b, ui.

4. When an expression has been reduced to a value, the current continuation (which is
 = �(a)) has to be applied:

• if it is an argument evaluation continuation (ar), evaluate the argument stored
inside this continuation and push a function application continuation:

hclo, ⇢,�, a, ti ! he, ⇢0,�[b 7! fn(clo, a0)], b, ui if  = ar(e, ⇢0, a0),

• if it is a function application (fn) continuation, bind the function’s argument
to the computed value, evaluate the function’s body and pop a continuation:

hval, ⇢,�, a, ti ! he, ⇢0[v 7! b],�[b 7! val ], a0, ui if  = fn(((�v.e), ⇢0), a0).

To evaluate a program, the machine will continually apply one of these rule until the
current control component is a value and the current continuation is the halt continuation.

Injection Function To evaluate an expression, we first need to inject it into an initial
machine state. This is done using the injection function ICESK : Exp ! ⌃CESK, defined as:

ICESK(e) = he,?, [ahalt 7! halt], ahalt, t0i

where ahalt and t0 respectively corresponds to an initial address and an initial times-
tamp (e.g. ahalt = 0 and t0 = 0 if we have Time = Addr = Z). When the machine has a
value in its control component and has halt as its current continuation, the evaluation is
completed and the machine halts (no more transition rule can apply).

Evaluation Function We can now define the evaluation function eval : Exp ! P(⌃CESK)
which computes the set of reachable states for an expression (and not only the final value,
which would not be useful to do static analysis):

eval(e) = {&CESK | ICESK(e) !⇤ &CESK}.

Example 5 (Concrete CESK evaluation). We show how to use this concrete machine
to evaluate the set of states reachable by the folowing program:

((�x.x) (�y.(�z.y)))
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First, this program is injected into an initial state:

I(((�x.x) (�y.(�z.y)))) = h((�x.x) (�y.(�z.y))),?, {ahalt 7! halt}, ahalt, 0i

The concrete transition function is then continually applied, leading to the following
states, where we avoid repeating store values that remain the same:

h((�x.x) (�y.(�z.y))),?, {ahalt 7! halt}, ahalt, 0i
! h(�x.x),?, {ahalt, a0 7! ar((�y.(�z.y)),?, ahalt)}, a0, 1i
! h((�x.x),?),?, {ahalt, a0}, a0, 2i
! h(�y.(�z.y)),?, {ahalt, a0, a2 7! fn(((�x.x),?), ahalt)}, a2, 3i
! h((�y.(�z.y)),?),?, {ahalt, a0, a2}, a2, 4i
! hx, {x 7! a4}, {ahalt, a0, a2, a4 7! ((�y.(�z.y)),?)}, ahalt, 5i
! h((�y.(�z.y)),?), {x 7! a4}, {ahalt, a0, a2, a4}, ahalt, 6i

The result of eval(((�x.x) (�y.(�z.y)))) would thus be the set containing all those
states.

3.1.3 Abstract Semantics

Testing membership of a state inside the set eval(e) for a given expression is undecidable
because of the halting problem. To solve this, we need to abstract the machine in order to
compute a finite approximation of the set eval(e). To do so, we need to adapt the state
space so that it becomes finite, and to adapt the transition function to take this change
into account.

State Space In the state space defined in Figure 3.2, the only sources of infiniteness are
the addresses and the timestamps. By making them finite, the resulting state space also
becomes finite (Figure 3.3). Note that the store is now a mapping from addresses to sets
of values, meaning that multiple values can be stored at the same address.

&̂CESK 2 ⌃̂CESK = \Control ⇥ dEnv ⇥ [Store ⇥ [Addr ⇥\Time

ĉ 2 \Control = Exp + dVal

⇢̂ 2 dEnv = V ar * [Addr

�̂ 2 [Store = [Addr * P(dVal)
cval 2 dVal = dClo + [Kont

̂ 2 [Kont ::= halt | ar(e, ⇢̂, â) | fn(cclo, â)
cval 2 dVal ::= (�v.e)⇥ dEnv

â, b̂ 2 [Addr a finite set of addresses

t̂, û 2 \Time a finite set of timestamps

Figure 3.3: State space of the abstract CESK machine.

Transition Function The transition function mainly stays the same, except that values
in the store now have to be joined instead of updated, in order to preserve soundness. The

20

functions tick and alloc are also adapted:

dtick : ⌃̂CESK ! \Time

[alloc : ⌃̂CESK ! [Addr

A typical implementation for these functions consists of remembering the last k call-
sites, where k is called the polyvariance of the analysis. dtick will update this list of

call-sites, while [alloc will use it to generate a new address. This kind of analysis is called
k-CFA (k-Control-Flow-Analysis) [Shi91].

The abstract transition function (c!) : ⌃̂CESK ⇥ ⌃̂CESK is defined as follows, with ̂ 2
�̂(â), b̂ = [alloc(&̂CESK), û = dtick(&̂CESK).

1. Variable evaluation has to take into account the fact that multiple values may live
at the same address, and thus the transition function may leads to multiple states
(one for each value stored at the address of the variable).

hv, ⇢̂, �̂, â, t̂i c! hcclo, ⇢̂0, �̂, â, ûi

where cclo 2 �̂(⇢̂(v)).

2. Application evaluation needs to perform a join on the store to push a new continu-
ation.

h(e0 e1), ⇢̂, �̂, â, t̂i c! he0, ⇢̂, �̂ t [b 7! ar(e1, ⇢̂, â)], b̂, ûi.

3. Abstraction evaluation stays the same and creates a closure by coupling the abstrac-
tion with the current environment.

h(�v.e), ⇢̂, �̂, â, t̂i ! h((�v.e), ⇢̂), ⇢̂, �̂, â, ûi

4. Continuation evaluation also needs to perform a join on the store.

• For an argument continuation:

hcclo, ⇢̂, �̂, â, t̂i c! he, ⇢̂0, �̂ t [b 7! fn(cclo, â0)], b̂, ûi if ̂ = ar(e, ⇢̂0, â0),

• For a function application continuation:

hval, ⇢̂, �̂, â, t̂i c! he, ⇢̂0[v 7! b̂], �̂ t [b̂ 7! val], â0, ûi if ̂ = fn(((�v.e), ⇢̂0), â0).

Example 6 (Abstract CESK evaluation). When we use the abstract interpreter, the
main di↵erence with the concrete interpreter is that an address can be associated with
more than one value. Therefore, an application of the transition function may lead to
multiple reachable states. For example, the transition function leads to two di↵erent
states when applied to the following state, as two values are associated to the address
a2:

hx, {x 7! a2}, {a2 7! {((�x.x)),?), ((�y.(�z.y)),?)}, . . .}, ahalt, ti

The two resulting states are:

h((�x.x)),?), {x 7! a2}, {a2 7! {((�x.x)),?), ((�y.(�z.y)),?)}, . . .}, ahalt, ui
h((�y.(�z.y)),?), {x 7! a2}, {a2 7! {((�x.x)),?), ((�y.(�z.y)),?)}, . . .}, ahalt, ui
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1. Variable evaluation has to take into account the fact that multiple values may live
at the same address, and thus the transition function may leads to multiple states
(one for each value stored at the address of the variable).
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�̂(â), b̂ = [alloc(&̂CESK), û = dtick(&̂CESK).
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3. Abstraction evaluation stays the same and creates a closure by coupling the abstrac-
tion with the current environment.
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The most interesting constraint rule for this analysis is the one for assignment
statements, that is, nodes v of the form X = E:

X = E: [[v]] = JOIN (v)[X 7! eval(JOIN (v),E)]

This constraint rule models the fact that the abstract state after an assignment
X = E is equal to the abstract state immediately before the assignment, except
that the abstract value of X is the result of abstractly evaluating the expression
E. The eval function performs an abstract evaluation of expression E relative to
an abstract state �:

eval(�,X) = �(X)
eval(�, I) = sign(I)
eval(�, input) = >

eval(�, E1 opE2) = bop(eval(�, E1), eval(�, E2))

The function sign gives the sign of an integer constant, and bop is an abstract
evaluation of the given operator,2 defined by the following tables:

b+ ? 0 - + >
? ? ? ? ? ?
0 ? 0 - + >
- ? - - > >
+ ? + > + >
> ? > > > >

b- ? 0 - + >
? ? ? ? ? ?
0 ? 0 + - >
- ? - > - >
+ ? + + > >
> ? > > > >

b* ? 0 - + >
? ? ? ? ? ?
0 ? 0 0 0 0

- ? 0 + - >
+ ? 0 - + >
> ? 0 > > >

b/ ? 0 - + >
? ? ? ? ? ?
0 ? ? 0 0 >
- ? ? > > >
+ ? ? > > >
> ? ? > > >

2Unlike in Section 4.4, to avoid confusion we now distinguish between concrete operators and
their abstract counterparts using the c· · · notation.
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who have at least a basic understanding of program analysis
may have di↵erent views about the topic than those who are
not familiar with it. For the context of this paper, we label
these developers experts. 74% of respondents were at least
familiar with program analysis. In addition, security issues
are especially important to software companies, and security
is often given high priority by development teams. In the
research community, security is a significant subarea in pro-
gram analysis that receives a large amount of attention. We
refer to developers who indicate that security is a top concern
to them as security developers. 40% of respondents indicated
that they are security developers. For many questions, we
examine the answers provided by developers who are familiar
with program analysis and also by those who indicate that
security is a top concern for them. We report cases where
there is a statistically significant di↵erence between these
groups and the answers of the rest of the sample. In cases
where there are only two alternatives (e.g., using program
analysis versus not using it), we use a Fisher’s exact test [30].
When there are more than two choices, such as the frequency
of running program analysis, we use a �2 test to assess the
di↵erence in distributions between these groups.
Some of the questions on our survey asked developers to

select and rank items from a list. For example, we asked
developers to rank the pain points they encountered using
program analysis as well as the code issues that they would
like program analyzers to detect. To analyze the answers,
for each option o, we compute the sum of the reciprocals
of the rank given to that option for each developer d that
responded (d 2 D):

Weight(o) =
X

d2D

1
Rankd(o)

Ranks start at one (the option with the greatest importance)
and go up from there. If an option is not added to the ranked
list by a developer, the option is given a weight of zero for
that developer.
In Section 5, we also give an overview of the program

analyzers that the survey respondents use the most.

2.2.1 What makes program analyzers difficult to use?
In our beta survey, we asked developers what pain points,

obstacles, and challenges they encountered when using pro-
gram analyzers. We then examined their responses to create
a closed response list of options. In the final survey, we asked
developers to select and rank up to five of the options from
the list. Figure 1 shows their responses and gives insight
into what developers care about most when using program
analyzers. Many of our findings, such as the fact that false
positives and poor warning messages are large factors, are
similar to those of Johnson et al. [39]; their work investigates
why software engineers do not use static analysis tools to
find bugs through a series of 20 interviews (see Section 6).
The largest pain point is that the default rules or checks

that are enabled in a program analyzer do not match what
the developer wants. Developers mentioned that some default
program analysis rules, such as enforcing a specific convention
(for instance, Hungarian Notation) to name variables or
detecting spelling mistakes in the code or comments, are not
useful, and on the contrary, they are actually quite annoying.
Mitigations to this problem may include identifying a small
key set of rules that should be enabled (rather than having
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Figure 1: Pain points reported by developers when

using program analyzers.

all rules enabled, which is often the case), or making the
process of selecting the rules and checks that are enabled easy
for developers. Just as helpful is knowing the pain points at
the bottom of the list. Developers care much more about
too many false positives than about too many false negatives
(“Misses too many issues”). One developer wrote of their
team’s program analyzer “so many people ignore it because
it can have a lot of false positives”. Also, the ability to write
custom rules does not appear important to many, unlike in
the investigation by Johnson et al. [39].

We also asked developers if they had used program analysis
but stopped at some point. Only 9% of respondents indicated
that they fell into this category. When asked why they
stopped, there were three main reasons. 24% indicated that
the reason was because the team policy regarding program
analysis changed so that it was no longer required. Similarly,
18% indicated that they moved from a company or team
that used program analysis to one that did not. Another
21% reported that they could not find a program analyzer
that fit their needs; about half said this was due to the
programming language they were using. This highlights
one aspect of adoption of program analyzers that we also
observed in discussions with developers: often, their use of
analyzers (or lack thereof) is related to decisions and policies
of the team they are on.

Program analysis should not have all rules on by default.

High false positive rates lead to disuse.

Team policy is often the driving factor behind use of
program analyzers.

2.2.2 What functionality should analyzers have?
One of the primary reasons why a program analyzer may

or may not be used by a developer is whether the analyzer
supports the programming language (or languages) that the
developer uses. We therefore asked developers what lan-
guages they use in their work. Because the list was quite long,
we aggregated responses into programming language cate-
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A related functionality is the ability to analyze a changelist
(also known as a commit) rather than the entire codebase.
This type of functionality can help developers assess the
quality and impact of a change before it is checked into
the source code repository. 16% of developers indicated
that they have and use this functionality in the program
analyzer they use. Another 56% said that they do not have
this functionality, but it would be an important factor in
adopting a program analyzer. In sum, this 72% of developers
use or would like this ability. When looking at experts, this
value jumps to 77% (no change for security developers).

Other functionality is less attractive. Many analyzers
provide the ability for developers to write their own program
analysis rules. However, sometimes the learning curve can
be steep or the background required may be deep in order to
write custom analysis rules. When asked about the ability to
write custom rules, 8% said that they have the functionality
and use it and 26% said it is an important factor, while
the rest said they either do not use it or do not care about
having it. 66% of experts and 61% of security developers also
indicated that they do not use or care about this functionality.
We postulated that the reason why developers are not

interested in the ability to write custom program analysis
rules is because they want to be able to select an analyzer
and start using it without much e↵ort. In fact, this is not
the case. We asked developers whether they would be willing
to add assertions, pre-, postconditions, and/or invariants to
their code if this would improve the analysis results. Fully
79% of developers said they would add at least one of these
types of specifications to their code, and 35% indicated that
they would be willing to write all of them. This provides
evidence that developers may be willing to provide additional
information to program analyzers in return for better results
(e.g., better precision). When asked about the form that such
code specifications should take, an overwhelming majority
(86%) of developers said that they would be more willing to
annotate their code with specifications if these were part of
the language, for example taking the form of nun-nullable
reference types or an assert keyword.
One feature of program analyzers that developers use

heavily is the ability to suppress warnings. 46% of developers
indicated that they use some mechanism to suppress warnings.
The primary methods are through a global configuration file,
source code annotations (i.e., not in comments), annotations
in source code comments, an external suppression file, and
by comparing the code to a previous (baseline) version of
it [45]. When asked which of these methods they like and
dislike, 76% of those that use source code annotations like
them, followed by using a global configuration file (63%) and
providing annotations in code comments (56%).

Program analyzers should prioritize security and best prac-
tices and deal with exceptional control flow and aliasing.

Developers want the ability to guide program analyzers
to particular parts of the code and analyze changelists.

While most are not interested in writing custom rules,
developers are willing to add specifications in their code
to help program analyzers.

Suppressing warnings is important, preferably through
code annotations.

2.2.3 What should the non-functional characteristics
of program analyzers be?

In the previous section, we focused on the functionality that
developers indicate they want in program analyzers. When
examining characteristics, we investigate non-functional as-
pects of program analyzers, such as how long they should take
to perform the analysis, how often their warnings should be
correct, and how they should fit into the development process.
In many cases, there is a trade-o↵ between characteristics
(e.g., an analysis that has fewer false positives may include
more complex techniques, such as alias analysis, which would
require longer to complete). In these trade-o↵ situations, we
asked developers to indicate what characteristic they would
sacrifice in order to improve another.
The time taken by a program analyzer is an important

characteristic to developers because it can a↵ect how often
and where the analyzer can be run, which directly influences
the utility of the analyzer to the developer. When asked how
long a developer would be willing to wait for results from a
program analyzer, 21% of developers said that it should run
on the order of seconds, and 53% said they would be willing
to wait multiple minutes. Thus, long running analyzers that
exceed a few minutes would not be considered by nearly
three quarters of developers.
The time required for an analysis dictates where it fits

into the development process. When asked where in their
development process they would like to use program analyz-
ers, 25% of developers said every time they compile, 24%
said once their change was complete but before sending out
a code review request, 10% said during the nightly builds,
8% said every time unit tests were run, and 23% said they
would like to run it at every stage of development.

Related to how a program analyzer should fit into the
development process is how the results of the analyzer should
be shown to the developer. The top four answers from
developers are shown in Figure 5. The preferred location
by a wide margin is in the code editor followed by the build
output. This is in line with the findings of the interviews
by Johnson et al. [39]: all 20 participants in their interviews
wanted to be notified of issues in their code either in the
IDE or at build/compile time. Moreover, one of the main
lessons learned from the FindBugs experiences at Google [21]
was that developers pay attention to warnings only if they
appear seamlessly within the workflow.

Warnings that are false positives are cumbersome and time
consuming. We asked developers the largest false positive
rate that they would tolerate. We show the results as a
reverse cumulative distribution curve in Figure 6, with the
acceptable false positive rate on the x-axis and the percent
of developers that find that rate acceptable on the y-axis.
From the graph, 90% of developers are willing to accept up

In a browser

In the code review
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Figure 5: Where developers would like to have the

output of program analyzers.
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all rules enabled, which is often the case), or making the
process of selecting the rules and checks that are enabled easy
for developers. Just as helpful is knowing the pain points at
the bottom of the list. Developers care much more about
too many false positives than about too many false negatives
(“Misses too many issues”). One developer wrote of their
team’s program analyzer “so many people ignore it because
it can have a lot of false positives”. Also, the ability to write
custom rules does not appear important to many, unlike in
the investigation by Johnson et al. [39].
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(86%) of developers said that they would be more willing to
annotate their code with specifications if these were part of
the language, for example taking the form of nun-nullable
reference types or an assert keyword.
One feature of program analyzers that developers use

heavily is the ability to suppress warnings. 46% of developers
indicated that they use some mechanism to suppress warnings.
The primary methods are through a global configuration file,
source code annotations (i.e., not in comments), annotations
in source code comments, an external suppression file, and
by comparing the code to a previous (baseline) version of
it [45]. When asked which of these methods they like and
dislike, 76% of those that use source code annotations like
them, followed by using a global configuration file (63%) and
providing annotations in code comments (56%).

Program analyzers should prioritize security and best prac-
tices and deal with exceptional control flow and aliasing.

Developers want the ability to guide program analyzers
to particular parts of the code and analyze changelists.

While most are not interested in writing custom rules,
developers are willing to add specifications in their code
to help program analyzers.

Suppressing warnings is important, preferably through
code annotations.

2.2.3 What should the non-functional characteristics
of program analyzers be?

In the previous section, we focused on the functionality that
developers indicate they want in program analyzers. When
examining characteristics, we investigate non-functional as-
pects of program analyzers, such as how long they should take
to perform the analysis, how often their warnings should be
correct, and how they should fit into the development process.
In many cases, there is a trade-o↵ between characteristics
(e.g., an analysis that has fewer false positives may include
more complex techniques, such as alias analysis, which would
require longer to complete). In these trade-o↵ situations, we
asked developers to indicate what characteristic they would
sacrifice in order to improve another.
The time taken by a program analyzer is an important

characteristic to developers because it can a↵ect how often
and where the analyzer can be run, which directly influences
the utility of the analyzer to the developer. When asked how
long a developer would be willing to wait for results from a
program analyzer, 21% of developers said that it should run
on the order of seconds, and 53% said they would be willing
to wait multiple minutes. Thus, long running analyzers that
exceed a few minutes would not be considered by nearly
three quarters of developers.
The time required for an analysis dictates where it fits

into the development process. When asked where in their
development process they would like to use program analyz-
ers, 25% of developers said every time they compile, 24%
said once their change was complete but before sending out
a code review request, 10% said during the nightly builds,
8% said every time unit tests were run, and 23% said they
would like to run it at every stage of development.

Related to how a program analyzer should fit into the
development process is how the results of the analyzer should
be shown to the developer. The top four answers from
developers are shown in Figure 5. The preferred location
by a wide margin is in the code editor followed by the build
output. This is in line with the findings of the interviews
by Johnson et al. [39]: all 20 participants in their interviews
wanted to be notified of issues in their code either in the
IDE or at build/compile time. Moreover, one of the main
lessons learned from the FindBugs experiences at Google [21]
was that developers pay attention to warnings only if they
appear seamlessly within the workflow.

Warnings that are false positives are cumbersome and time
consuming. We asked developers the largest false positive
rate that they would tolerate. We show the results as a
reverse cumulative distribution curve in Figure 6, with the
acceptable false positive rate on the x-axis and the percent
of developers that find that rate acceptable on the y-axis.
From the graph, 90% of developers are willing to accept up
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Figure 5: Where developers would like to have the

output of program analyzers.
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who have at least a basic understanding of program analysis
may have di↵erent views about the topic than those who are
not familiar with it. For the context of this paper, we label
these developers experts. 74% of respondents were at least
familiar with program analysis. In addition, security issues
are especially important to software companies, and security
is often given high priority by development teams. In the
research community, security is a significant subarea in pro-
gram analysis that receives a large amount of attention. We
refer to developers who indicate that security is a top concern
to them as security developers. 40% of respondents indicated
that they are security developers. For many questions, we
examine the answers provided by developers who are familiar
with program analysis and also by those who indicate that
security is a top concern for them. We report cases where
there is a statistically significant di↵erence between these
groups and the answers of the rest of the sample. In cases
where there are only two alternatives (e.g., using program
analysis versus not using it), we use a Fisher’s exact test [30].
When there are more than two choices, such as the frequency
of running program analysis, we use a �2 test to assess the
di↵erence in distributions between these groups.
Some of the questions on our survey asked developers to

select and rank items from a list. For example, we asked
developers to rank the pain points they encountered using
program analysis as well as the code issues that they would
like program analyzers to detect. To analyze the answers,
for each option o, we compute the sum of the reciprocals
of the rank given to that option for each developer d that
responded (d 2 D):

Weight(o) =
X

d2D

1
Rankd(o)

Ranks start at one (the option with the greatest importance)
and go up from there. If an option is not added to the ranked
list by a developer, the option is given a weight of zero for
that developer.
In Section 5, we also give an overview of the program

analyzers that the survey respondents use the most.

2.2.1 What makes program analyzers difficult to use?
In our beta survey, we asked developers what pain points,

obstacles, and challenges they encountered when using pro-
gram analyzers. We then examined their responses to create
a closed response list of options. In the final survey, we asked
developers to select and rank up to five of the options from
the list. Figure 1 shows their responses and gives insight
into what developers care about most when using program
analyzers. Many of our findings, such as the fact that false
positives and poor warning messages are large factors, are
similar to those of Johnson et al. [39]; their work investigates
why software engineers do not use static analysis tools to
find bugs through a series of 20 interviews (see Section 6).
The largest pain point is that the default rules or checks

that are enabled in a program analyzer do not match what
the developer wants. Developers mentioned that some default
program analysis rules, such as enforcing a specific convention
(for instance, Hungarian Notation) to name variables or
detecting spelling mistakes in the code or comments, are not
useful, and on the contrary, they are actually quite annoying.
Mitigations to this problem may include identifying a small
key set of rules that should be enabled (rather than having
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Figure 1: Pain points reported by developers when

using program analyzers.

all rules enabled, which is often the case), or making the
process of selecting the rules and checks that are enabled easy
for developers. Just as helpful is knowing the pain points at
the bottom of the list. Developers care much more about
too many false positives than about too many false negatives
(“Misses too many issues”). One developer wrote of their
team’s program analyzer “so many people ignore it because
it can have a lot of false positives”. Also, the ability to write
custom rules does not appear important to many, unlike in
the investigation by Johnson et al. [39].

We also asked developers if they had used program analysis
but stopped at some point. Only 9% of respondents indicated
that they fell into this category. When asked why they
stopped, there were three main reasons. 24% indicated that
the reason was because the team policy regarding program
analysis changed so that it was no longer required. Similarly,
18% indicated that they moved from a company or team
that used program analysis to one that did not. Another
21% reported that they could not find a program analyzer
that fit their needs; about half said this was due to the
programming language they were using. This highlights
one aspect of adoption of program analyzers that we also
observed in discussions with developers: often, their use of
analyzers (or lack thereof) is related to decisions and policies
of the team they are on.

Program analysis should not have all rules on by default.

High false positive rates lead to disuse.

Team policy is often the driving factor behind use of
program analyzers.

2.2.2 What functionality should analyzers have?
One of the primary reasons why a program analyzer may

or may not be used by a developer is whether the analyzer
supports the programming language (or languages) that the
developer uses. We therefore asked developers what lan-
guages they use in their work. Because the list was quite long,
we aggregated responses into programming language cate-
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Figure 2: Languages used by developers.

gories, as shown in Figure 2. The primary languages in the
object-oriented programming (OOP) category include C#
and Java. Legacy compiled languages comprise C, C++, and
Objective-C. Dynamic scripting languages include Python,
Ruby, and Perl. We break out JavaScript (and variants such
as TypeScript) because it is unique and one of the fastest
growing languages. Our categorization is based on our per-
ceptions and experiences as well as observations of Microsoft
development. As such, it is one of many reasonable catego-
rizations and is somewhat subjective (e.g., C++ is technically
an OOP language, but it has been around much longer than
Java or C# and is used for more low level functionality).

Next, we examine the types of code issues that developers
consider to be important and that they would like program
analyzers to detect. In our initial beta survey, we allowed
developers to write in any type of issue that they deemed
important. We then grouped the responses from the beta,
leading to the types shown in Figure 3, and asked about the
importance of each type of issue in the final survey. (Here
and throughout the paper, we only present analysis and data
from the final survey.) Note that these types of issues can
be overlapping and their definitions flexible. For instance,
many security issues could also be reliability issues, but
the way to interpret Figure 3 for this particular example
is that developers care much more about security issues
than general reliability issues. In other words, this question
was answered based on the cognitive knowledge developers
have about each of these types. The results indicate that
security issues are the most important, followed by violations
of best practices. Interestingly, in an era where a non-trivial
amount of software runs on mobile devices, developers do
not consider it important to have program analysis detect
power consumption issues.

Related to the types of issues that developers consider to
be important are the potential sources of unsoundness in
program analysis that can a↵ect the detection of such issues.
We listed the most common sources of unsoundness from
program analysis research [28] and asked developers to rank
up to five of them. During our initial interviews and the
beta survey, we found that some developers were unfamiliar
with the terminology used (though most were aware of the
concepts). We therefore provided a brief explanation of each
source of unsoundness in the survey. Figure 4 shows the
results. As can be seen, exceptional control flow and aliasing
top the list, while purity and dealing with floating point
numbers are not considered critical.

Exceptions add a large number of control-flow transitions
that complicate program analysis. To avoid losing e�ciency
and precision due to these transitions, many program analyz-
ers choose to ignore exceptional control flow. Consequently,
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Figure 3: Ranking of types of code issues developers

would like program analyzers to detect.

users who would like analyzers to soundly check exceptional
control flow should be willing to sacrifice speed and false
positive rates of the analysis. Ignoring certain side-e↵ects
due to aliasing avoids the performance overhead of precise
heap analysis, so developers who do not want aliasing to be
overlooked should be willing to wait longer for the analysis.

In practice, developers may not want program analysis to
always examine all of the code in an application. When asked
if developers would like the ability to direct the program
analyzer toward certain parts of the code, 10% indicated that
they have that functionality and are using it. Another 49%
indicated that they do not use an analyzer that can do that,
but it would be important to them that a program analyzer
could be directed in such a way. Interestingly, of developers
that are using a program analyzer with the ability to be
directed to particular parts of the code, both experts and
security developers use this functionality more than other
developers to a statistically significant degree. When asked
to what level of granularity developers would like to be able
to direct a program analyzer, the overwhelming majority
said the method level (46%) or the file level (35%).
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Figure 4: Ranking of the sources of unsoundness in

program analysis that developers indicated should

not be overlooked (i.e., considering them during

analysis would be most helpful to developers).
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Figure 6: The largest false positive rate of analyzers

that developers would tolerate.

to a 5% false positive rate, 47% of developers are willing to
accept a false positive rate up to 15%, and only 24% percent
of developers can handle a false positive rate as high as 20%.
The designers of Coverity [23] confirm this aim for below 20%
of false positives for stable checkers. When forced to choose
between more bugs or fewer false positives, they typically
choose the latter. We also asked developers when they are
most willing to deal with false positives and gave them two
extremes: (1) when it is easy to determine if a warning is a
false positive, and (2) when analyzing critical code. In the
latter case, finding issues is so important that developers are
willing to deal with false positives in exchange for making
sure no issues are missed. 55% of developers preferred to get
false positives when they are easy to sift through.

Interestingly, developers are willing to give up more time if
the quality of the results is higher. 57% said that they would
prefer an analyzer that was slow, but found more intricate
code issues to an analyzer that was fast, but was only able to
identify superficial issues. Similarly, 57% also said they would
prefer a slower analysis that yielded fewer false positives to
a faster approach that was not as accurate. 60% reported
that they would accept a slower analyzer if it captured more
issues (fewer false negatives). While these all show that the
majority of developers are willing to give up some speed
for improved results, note that the majority is slight. Still
40–43% are willing to deal with more false positives, more
false negatives, or superficial issues if meant the analysis
was faster. These numbers do not change significantly when
looking at just experts or security developers.
Much of the feedback from developers discussed the idea

of having two kinds of analyzers, one fast and running in
the editor, and another slow and running overnight. One
developer put it quite succinctly “Give me what you can give,
fast and accurate (no false positives). Give me the slow stu↵
later in an hour (it is too good and cheap to not have it). No
reasonable change is going to be checked in less than half a
day but I do want that style check for that one line fix right
away.” Another developer made a comparison of this to unit
versus integration testing.

There is even less agreement when we compare the trade-
o↵ of reporting false positives versus missing real issues
(false negatives). 49.3% developers would prefer fewer false
positives even if it meant some real issues were missed, and
50.7% felt that finding more real issues was worth the cost
of dealing with false positives.

Some program analyzers can provide lists of possible fixes
for the warnings that they identify. We asked developers if
they would prefer to sift through lists of potential fixes to
identify the correct fix or if they would rather spend that
time coming up with a fix on their own. 54% indicated they
would be willing to sift through up to 10 potential fixes, while
45% felt that that time would be better spent designing a
fix themselves.

Program analysis should take a two-stage approach, with
one analysis stage running in real time providing fast, easy
feedback in the editor and another overnight finding more
intricate issues.

Program analysis designers should aim for a false positive
rate no higher than 15–20%.

Developers are willing to trade analysis time for higher-
quality results (fewer false positives, fewer false negatives,
more intricate issues).

2.2.4 Additional developer feedback
In our survey, we asked developers if they would like to

share any additional opinions, thoughts, or feedback that
they felt were not covered by our questions. 73 developers
(19%) answered this question and we inspected and organized
their responses. A number of key themes emerged from
this analysis and we share those that are useful to program
analysis researchers here.
Developers indicated that determinism of the program

analysis is important. FxCop [11] (described in Section 5) is
not deterministic because it uses heuristics about which parts
of the code to analyze, and the Code Contracts analyzer [32]
is not because it uses timeouts. If a program analyzer outputs
di↵erent results each time it is run, it can be di�cult to tell
if an issue has been fixed. The Coverity designers also stress
that randomization is forbidden, timeouts are also bad and
sometimes used as a last resort but never encouraged [23].

When a developer makes a change to fix a program analysis
warning, he or she would like an easy and quick way to check
whether the warning is indeed fixed. A developer does not
want to re-build and re-analyze everything for each warning.
“Supporting quickly re-checking whether a specific analysis
error is fixed would significantly help the test-fix-test cycle.”

Many developers indicated that regardless of the analyzer
they run, they would like a way to see and track their warn-
ings, e.g., in SonarQube [18]. SonarQube is a web-based
application that leverages its database to show and combine
metrics as well as to mix them with historical measures.
Having a standard way of doing program analysis and

a standard format of warnings across the organization is
important as it can lessen the learning curve and decrease
heterogeneity of tools and processes between teams.
It would be beneficial if analysis could help engineers

understand how to properly use a programming language.
Some engineers learn just enough about a language to do
the work, and having an analyzer that teaches them which
idioms, libraries, or best practices to use would be helpful.

2.2.5 Implications
In this section, we highlight the main implications of our

survey findings for the program analysis community.

who have at least a basic understanding of program analysis
may have di↵erent views about the topic than those who are
not familiar with it. For the context of this paper, we label
these developers experts. 74% of respondents were at least
familiar with program analysis. In addition, security issues
are especially important to software companies, and security
is often given high priority by development teams. In the
research community, security is a significant subarea in pro-
gram analysis that receives a large amount of attention. We
refer to developers who indicate that security is a top concern
to them as security developers. 40% of respondents indicated
that they are security developers. For many questions, we
examine the answers provided by developers who are familiar
with program analysis and also by those who indicate that
security is a top concern for them. We report cases where
there is a statistically significant di↵erence between these
groups and the answers of the rest of the sample. In cases
where there are only two alternatives (e.g., using program
analysis versus not using it), we use a Fisher’s exact test [30].
When there are more than two choices, such as the frequency
of running program analysis, we use a �2 test to assess the
di↵erence in distributions between these groups.
Some of the questions on our survey asked developers to

select and rank items from a list. For example, we asked
developers to rank the pain points they encountered using
program analysis as well as the code issues that they would
like program analyzers to detect. To analyze the answers,
for each option o, we compute the sum of the reciprocals
of the rank given to that option for each developer d that
responded (d 2 D):

Weight(o) =
X

d2D

1
Rankd(o)

Ranks start at one (the option with the greatest importance)
and go up from there. If an option is not added to the ranked
list by a developer, the option is given a weight of zero for
that developer.
In Section 5, we also give an overview of the program

analyzers that the survey respondents use the most.

2.2.1 What makes program analyzers difficult to use?
In our beta survey, we asked developers what pain points,

obstacles, and challenges they encountered when using pro-
gram analyzers. We then examined their responses to create
a closed response list of options. In the final survey, we asked
developers to select and rank up to five of the options from
the list. Figure 1 shows their responses and gives insight
into what developers care about most when using program
analyzers. Many of our findings, such as the fact that false
positives and poor warning messages are large factors, are
similar to those of Johnson et al. [39]; their work investigates
why software engineers do not use static analysis tools to
find bugs through a series of 20 interviews (see Section 6).
The largest pain point is that the default rules or checks

that are enabled in a program analyzer do not match what
the developer wants. Developers mentioned that some default
program analysis rules, such as enforcing a specific convention
(for instance, Hungarian Notation) to name variables or
detecting spelling mistakes in the code or comments, are not
useful, and on the contrary, they are actually quite annoying.
Mitigations to this problem may include identifying a small
key set of rules that should be enabled (rather than having
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Figure 1: Pain points reported by developers when

using program analyzers.

all rules enabled, which is often the case), or making the
process of selecting the rules and checks that are enabled easy
for developers. Just as helpful is knowing the pain points at
the bottom of the list. Developers care much more about
too many false positives than about too many false negatives
(“Misses too many issues”). One developer wrote of their
team’s program analyzer “so many people ignore it because
it can have a lot of false positives”. Also, the ability to write
custom rules does not appear important to many, unlike in
the investigation by Johnson et al. [39].

We also asked developers if they had used program analysis
but stopped at some point. Only 9% of respondents indicated
that they fell into this category. When asked why they
stopped, there were three main reasons. 24% indicated that
the reason was because the team policy regarding program
analysis changed so that it was no longer required. Similarly,
18% indicated that they moved from a company or team
that used program analysis to one that did not. Another
21% reported that they could not find a program analyzer
that fit their needs; about half said this was due to the
programming language they were using. This highlights
one aspect of adoption of program analyzers that we also
observed in discussions with developers: often, their use of
analyzers (or lack thereof) is related to decisions and policies
of the team they are on.

Program analysis should not have all rules on by default.

High false positive rates lead to disuse.

Team policy is often the driving factor behind use of
program analyzers.

2.2.2 What functionality should analyzers have?
One of the primary reasons why a program analyzer may

or may not be used by a developer is whether the analyzer
supports the programming language (or languages) that the
developer uses. We therefore asked developers what lan-
guages they use in their work. Because the list was quite long,
we aggregated responses into programming language cate-
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A related functionality is the ability to analyze a changelist
(also known as a commit) rather than the entire codebase.
This type of functionality can help developers assess the
quality and impact of a change before it is checked into
the source code repository. 16% of developers indicated
that they have and use this functionality in the program
analyzer they use. Another 56% said that they do not have
this functionality, but it would be an important factor in
adopting a program analyzer. In sum, this 72% of developers
use or would like this ability. When looking at experts, this
value jumps to 77% (no change for security developers).

Other functionality is less attractive. Many analyzers
provide the ability for developers to write their own program
analysis rules. However, sometimes the learning curve can
be steep or the background required may be deep in order to
write custom analysis rules. When asked about the ability to
write custom rules, 8% said that they have the functionality
and use it and 26% said it is an important factor, while
the rest said they either do not use it or do not care about
having it. 66% of experts and 61% of security developers also
indicated that they do not use or care about this functionality.
We postulated that the reason why developers are not

interested in the ability to write custom program analysis
rules is because they want to be able to select an analyzer
and start using it without much e↵ort. In fact, this is not
the case. We asked developers whether they would be willing
to add assertions, pre-, postconditions, and/or invariants to
their code if this would improve the analysis results. Fully
79% of developers said they would add at least one of these
types of specifications to their code, and 35% indicated that
they would be willing to write all of them. This provides
evidence that developers may be willing to provide additional
information to program analyzers in return for better results
(e.g., better precision). When asked about the form that such
code specifications should take, an overwhelming majority
(86%) of developers said that they would be more willing to
annotate their code with specifications if these were part of
the language, for example taking the form of nun-nullable
reference types or an assert keyword.
One feature of program analyzers that developers use

heavily is the ability to suppress warnings. 46% of developers
indicated that they use some mechanism to suppress warnings.
The primary methods are through a global configuration file,
source code annotations (i.e., not in comments), annotations
in source code comments, an external suppression file, and
by comparing the code to a previous (baseline) version of
it [45]. When asked which of these methods they like and
dislike, 76% of those that use source code annotations like
them, followed by using a global configuration file (63%) and
providing annotations in code comments (56%).

Program analyzers should prioritize security and best prac-
tices and deal with exceptional control flow and aliasing.

Developers want the ability to guide program analyzers
to particular parts of the code and analyze changelists.

While most are not interested in writing custom rules,
developers are willing to add specifications in their code
to help program analyzers.

Suppressing warnings is important, preferably through
code annotations.

2.2.3 What should the non-functional characteristics
of program analyzers be?

In the previous section, we focused on the functionality that
developers indicate they want in program analyzers. When
examining characteristics, we investigate non-functional as-
pects of program analyzers, such as how long they should take
to perform the analysis, how often their warnings should be
correct, and how they should fit into the development process.
In many cases, there is a trade-o↵ between characteristics
(e.g., an analysis that has fewer false positives may include
more complex techniques, such as alias analysis, which would
require longer to complete). In these trade-o↵ situations, we
asked developers to indicate what characteristic they would
sacrifice in order to improve another.
The time taken by a program analyzer is an important

characteristic to developers because it can a↵ect how often
and where the analyzer can be run, which directly influences
the utility of the analyzer to the developer. When asked how
long a developer would be willing to wait for results from a
program analyzer, 21% of developers said that it should run
on the order of seconds, and 53% said they would be willing
to wait multiple minutes. Thus, long running analyzers that
exceed a few minutes would not be considered by nearly
three quarters of developers.
The time required for an analysis dictates where it fits

into the development process. When asked where in their
development process they would like to use program analyz-
ers, 25% of developers said every time they compile, 24%
said once their change was complete but before sending out
a code review request, 10% said during the nightly builds,
8% said every time unit tests were run, and 23% said they
would like to run it at every stage of development.

Related to how a program analyzer should fit into the
development process is how the results of the analyzer should
be shown to the developer. The top four answers from
developers are shown in Figure 5. The preferred location
by a wide margin is in the code editor followed by the build
output. This is in line with the findings of the interviews
by Johnson et al. [39]: all 20 participants in their interviews
wanted to be notified of issues in their code either in the
IDE or at build/compile time. Moreover, one of the main
lessons learned from the FindBugs experiences at Google [21]
was that developers pay attention to warnings only if they
appear seamlessly within the workflow.

Warnings that are false positives are cumbersome and time
consuming. We asked developers the largest false positive
rate that they would tolerate. We show the results as a
reverse cumulative distribution curve in Figure 6, with the
acceptable false positive rate on the x-axis and the percent
of developers that find that rate acceptable on the y-axis.
From the graph, 90% of developers are willing to accept up
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output of program analyzers.
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A Parallel Worklist Algorithm and Its Exploration Heuristics for Static Modular Analyses 
Quentin Stiévenart, Noah Van Es, Jens Van der Plas, and Coen De Roover - In JSS 2021
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Our own research into SAST

Control and Data Flow in Security Smell Detection for  
Infrastructure as Code: Is It Worth the Effort? 
Ruben Opdebeeck, Ahmed Zerouali and Coen De Roover - MSR 2023

binaries

deployment 
automation
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Provision

Configure

Manage

- name: Ensure default user account is deleted
  user:
    name: "{{ default_user_name }}"
    state: absent
  when: default_user_name is defined
  become: true

- name: Ensure default user group is deleted
  group:
    name: "{{ default_user_group }}"
    state: absent
  when: default_user_group is defined

- name: Ensure root password is changed
  user:
    name: root
    password: >-
      {{
        root_password
        | password_hash(
          'sha512',
          65534 | random(seed=inventory_hostname) | string)
      }}
    update_password: always
    state: present
  become: true

- name: Ensure sshd configuration is correct
  template:
    src: sshd_config.j2
    dest: /etc/ssh/sshd_config
    owner: root
    group: root
    mode: 0600
  become: true
  notify: restart sshd

- include_role:
    name: Oefenweb.ufw
    apply:
      become: true
  vars:
    ufw_logging: "on"
    ufw_rules:
      - rule: allow
        direction: in
        to_port: "{{ ansible_port }}"
        protocol: tcp
        interface: "{{ ansible_default_ipv4.interface }}"
        comment: Allow incoming SSH traffic

- include_role:
    name: fail2ban

…

…
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The Seven Sins: Security Smells in Infrastructure as
Code Scripts

Akond Rahman, Chris Parnin, and Laurie Williams
North Carolina State University, Raleigh, North Carolina

Email: akond.rahman.buet@gmail.com, cjparnin@ncsu.edu, lawilli3@ncsu.edu

Abstract—Practitioners use infrastructure as code (IaC) scripts
to provision servers and development environments. While de-
veloping IaC scripts, practitioners may inadvertently introduce
security smells. Security smells are recurring coding patterns that
are indicative of security weakness and can potentially lead to
security breaches. The goal of this paper is to help practitioners
avoid insecure coding practices while developing infrastructure as
code (IaC) scripts through an empirical study of security smells in
IaC scripts.

We apply qualitative analysis on 1,726 IaC scripts to identify
seven security smells. Next, we implement and validate a static
analysis tool called Security Linter for Infrastructure as Code
scripts (SLIC) to identify the occurrence of each smell in 15,232
IaC scripts collected from 293 open source repositories. We
identify 21,201 occurrences of security smells that include 1,326
occurrences of hard-coded passwords. We submitted bug reports
for 1,000 randomly-selected security smell occurrences. We obtain
212 responses to these bug reports, of which 148 occurrences
were accepted by the development teams to be fixed. We observe
security smells can have a long lifetime, e.g., a hard-coded secret
can persist for as long as 98 months, with a median lifetime of
20 months.

Index Terms—devops, devsecops, empirical study, infrastruc-
ture as code, puppet, security, smell, static analysis

I. INTRODUCTION

Infrastructure as code (IaC) scripts help practitioners to
provision and configure their development environment and
servers at scale [1]. IaC scripts are also known as configuration
scripts [2] [1] or configuration as code scripts [1] [3]. Commer-
cial IaC tool vendors, such as Chef 1 and Puppet [4], provide
programming syntax and libraries so that programmers can
specify configuration and dependency information as scripts.

Fortune 500 companies 2, such as Intercontinental Exchange
(ICE) 3, use IaC scripts to maintain their development envi-
ronments. For example, ICE, which runs millions of financial
transactions daily 4, maintains 75% of its 20,000 servers using
IaC scripts [5]. The use of IaC scripts has helped ICE decrease
the time needed to provision development environments from
1∼2 days to 21 minutes [5].

However, IaC scripts can be susceptible to security weak-
ness. Let us consider Figure 1 as an example. In Figure 1,
we present a Puppet code snippet extracted from the ‘aeolus-
configure’ open source software (OSS) repository 5. In this

1https://www.chef.io/chef/
2http://fortune.com/fortune500/list/
3https://www.theice.com/index
4https://www.theice.com/publicdocs/ICE at a glance.pdf
5https://github.com/aeolusproject/aeolus-configure

code snippet, we observe a hard-coded password using the
‘password’ attribute. A hard-coded string ‘v23zj59an’ is as-
signed as password for user ‘aeolus’. Hard-coded passwords in
software artifacts is considered as a software security weakness
(‘CWE-798: Use of Hard-coded Credentials’) by Common
Weakness Enumerator (CWE) [6]. According to CWE [6],
“If hard-coded passwords are used, it is almost certain that
malicious users will gain access to the account in question”.

IaC scripts similar to Figure 1, which contain hard-coded
credentials or other security smells, can be susceptible to
security breaches. Security smells are recurring coding patterns
that are indicative of security weakness. A security smell does
not always lead to a security breach, but deserves attention
and inspection. Existence and persistence of these smells in
IaC scripts leave the possibility of another programmer using
these smelly scripts, potentially propagating use of insecure
coding practices. We hypothesize through systematic empirical
analysis, we can identify security smells and the prevalence
of the identified security smells.

The goal of this paper is to help practitioners avoid insecure
coding practices while developing infrastructure as code (IaC)
scripts through an empirical study of security smells in IaC
scripts.

We answer the following research questions:
• RQ1: What security smells occur in infrastructure as code

scripts? (Section III)
• RQ2: How frequently do security smells occur in infras-

tructure as code scripts? (Section VI)
• RQ3: What is the lifetime of the identified security smell

occurrences for infrastructure as code scripts? (Section VI)
• RQ4: How do practitioners perceive the identified security

smell occurrences? (Section VI)
We answer our research questions by analyzing IaC scripts

collected from OSS repositories. We apply qualitative anal-
ysis [7] on 1,726 scripts to determine security smells. Next,
we construct a static analysis tool called Security Linter for
Infrastructure as Code scripts (SLIC) to automatically identify
the occurrence of these security smells in 15,232 IaC scripts
collected by mining 293 OSS repositories from four sources:
Mozilla 6, Openstack 7, Wikimedia Commons 8, and GitHub 9.

6https://hg.mozilla.org/
7https://git.openstack.org/cgit
8https://gerrit.wikimedia.org/r/
9https://github.com/
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GASEL 
Graph-based Ansible Security Linter

SCAnsible 
Software    

Deep static application 
security testing (SAST)

Deep software composition 
analysis (SCA)



GASEL: Security Smell Detection

Hardcoded secret!!

basicauth_enabled: False 
basicauth_username: wunder 
basicauth_password: wunder123 
basicauth_ip: 
  - address: 127.0.0.1 
  - address: 192.168.0.1

HTTP Without TLS/SSL!!

- name: Yum install Zabbix release 
  yum: 
    name: >- 
      http://repo.zabbix.com/zabbix/3.0/rhel/ 
      {{ ansible_distribution_major_version }} 
      /x86_64/zabbix-release-3.0-1.el 
      {{ ansible_distribution_major_version }} 
      .noarch.rpm 
  when: ansible_os_family == "RedHat"

No integrity check!!
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GASEL is highly effective and detected security smells are pervasive

Chapter �. Detecting Security Weaknesses 83

T���� 5.4: Oracle construction results.

Smell type
# checked

reports
# unique

reports
# unique true

positives

Admin by default 96 65 64
Empty password 74 37 15
HTTP without SSL/TLS 145 99 35
Hardcoded secret 65 42 11
Missing integrity check 60 37 27
Unrestricted IP address 143 61 47
Weak crypto algorithm 79 49 44

T���� 5.5: Precision (P) and recall (R) for GASEL, SLAC, and GLITCH on the
oracle dataset. Highest precision and recall for each smell are marked in bold.

GASEL GLITCH SLAC

Smell type % P % R % P % R % P % R

����� 98.11 81.25 100.00 67.19 N/A N/A
����� 44.44 80.00 42.86 60.00 30.77 53.33
����� 100.00 88.57 54.84 48.57 22.89 54.29
������ 45.45 90.91 56.25 81.82 33.33 81.82
��������� 96.15 92.59 50.00 33.33 75.00 44.44
�� 76.60 76.60 82.98 82.98 81.63 85.11
������ 97.67 95.45 86.11 70.45 N/A N/A

Robust: Applied on 25K 
open-source repositories

TABLE IV
PRECISION AND RECALL FOR GASEL, SLAC, AND GLITCH ON THE ORACLE DATASET.

GASEL GLITCH SLAC

Smell type # instances Precision Recall Precision Recall Precision Recall

Admin By Default 64 98.11% 81.25% 100.00% 67.19% N/A N/A
Empty Password 15 44.44% 80.00% 42.86% 60.00% 30.77% 53.33%
HTTP Without SSL/TLS 35 100.00% 88.57% 54.84% 48.57% 22.89% 54.29%
Hardcoded Secret 11 45.45% 90.91% 56.25% 81.82% 33.33% 81.82%
Missing Integrity Check 27 96.15% 92.59% 50.00% 33.33% 75.00% 44.44%
Unrestricted IP Address 47 76.60% 76.60% 82.98% 82.98% 81.63% 85.11%
Weak Crypto Algorithm 44 97.67% 95.45% 86.11% 70.45% N/A N/A

Fig. 5. Distribution of the number of smells per repository, entrypoint and
sink file.

TABLE V
NUMBER OF SMELLS, AFFECTED REPOSITORIES AND SINK FILES GROUPED

BY SMELL TYPE.

Smell type # smells % smells # files # repos

Hardcoded Secret 2 155 27.17 1 235 211
Admin By Default 2 043 25.75 766 190
HTTP Without SSL/TLS 1 369 17.26 765 198
Missing Integrity Check 1 084 13.66 803 200
Weak Crypto Algorithm 577 7.27 234 94
Unrestricted IP Address 418 5.27 289 120
Empty Password 287 3.61 163 65

over-approximation. In terms of number of smells, Hardcoded
Secret is closely followed by Admin By Default, yet in terms
of number of affected files and repositories, Missing Integrity
Check ranks second. This may suggest that repositories or
files often contain multiple Admin By Default smells while
Missing Integrity Check more often occurs alone. The table
also suggests that smell types are not evenly distributed
across all repositories, since the highest number of repositories
affected by a smell type (211) is less than half of all affected
repositories (472).

Finally, Figure 6 depicts the distribution of the number of
smells per repository and sink file, grouped by smell type.
Note that for each group, we only focus on those repositories
or files that are affected by the smell type, so the minimum
number in each is 1. We observe that the median number of
smells per entrypoint is 1 for all smell types, whereas the
median for repositories ranges between 2 and 4 per smell
type. This figure also confirms that repositories or files often
have multiple Admin By Default instances, explaining the
observation described above.

Fig. 6. Distribution of the number of smells per repository and sink file,
grouped by smell type.

Answer to RQ2: 49% and 22% of the repositories and
entrypoints in our dataset are affected by 7 933 unique
security smells. Hardcoded Secret is the most prevalent,
followed by Admin By Default and Missing Integrity Check.

RQ3: How often do security smells cross file boundaries?:
In this RQ, we investigate the instances of security smells
detected in RQ2 which require whole-program analysis to
detect. Such instances involve multiple Ansible files (e.g.,
a hardcoded password variable defined in one file but used
in another) or are partly or wholly situated in third-party
dependencies, and may be undetectable to single-file analyses.
Answering this RQ provides insights into the importance of
whole-program analyses in security smell detection.

Research Method: We build upon the instances collected
in RQ2 and focus on those whose source file differs from
their sink file, indicating a control-flow indirection through
file inclusion. We also investigate smells of which the source
or sink file is located in third-party code (role dependencies),
and thus get included into the client code indirectly.

Results: We observe that 2 594 (32.7%) instances have a
source file different from the sink file and thus cross file
boundaries. The proportion of such instances is the highest
for Empty Password (51.92%) and Weak Crypto Algorithm
(51.13%) smells. Conversely, Admin By Default (21.34%)
and Unrestricted IP Address (23.68%) exhibit the lowest
proportion of such instances. For all smell types, more than
20% of their instances affect tasks defined in different files.

Moreover, we find that 510 smells (6.43%) are situated
entirely within third-party code. The majority of these are
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GASEL 
Graph-based   

SCAnsible 
Software Composition Analysis for Ansible

Deep static application 
security testing (SAST)

Deep software composition 
analysis (SCA)
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Need for security testing in every DevOps stage 

2

Security testing to the rescue

8

SCA 

Software 
Composition 

Analysis

SAST 

Static 
Application 

Security Testing

DAST 

Dynamic 
Application 

Security Testing

automated 
resilience testing 

through fault 
injection

fuzzing and 
concolic testing 
of event-driven 

applications

ask me during the break!

Deployment automation

beta

production

acceptance-testing

development
17

Provision

Configure

Manage

- name: Ensure default user account is deleted
  user:
    name: "{{ default_user_name }}"
    state: absent
  when: default_user_name is defined
  become: true

- name: Ensure default user group is deleted
  group:
    name: "{{ default_user_group }}"
    state: absent
  when: default_user_group is defined

- name: Ensure root password is changed
  user:
    name: root
    password: >-
      {{
        root_password
        | password_hash(
          'sha512',
          65534 | random(seed=inventory_hostname) | string)
      }}
    update_password: always
    state: present
  become: true

- name: Ensure sshd configuration is correct
  template:
    src: sshd_config.j2
    dest: /etc/ssh/sshd_config
    owner: root
    group: root
    mode: 0600
  become: true
  notify: restart sshd

- include_role:
    name: Oefenweb.ufw
    apply:
      become: true
  vars:
    ufw_logging: "on"
    ufw_rules:
      - rule: allow
        direction: in
        to_port: "{{ ansible_port }}"
        protocol: tcp
        interface: "{{ ansible_default_ipv4.interface }}"
        comment: Allow incoming SSH traffic

- include_role:
    name: fail2ban

…

…

Our Solutions

24

GASEL 
Graph-based Ansible Security Linter

SCAnsible 
Software Composition Analysis for Ansible

Deep static application 
security testing (SAST)

Deep software composition 
analysis (SCA)


