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IEC62443-4-1: SDLC Requirements
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IEC62443-4-1: SDLC Requirements
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1. Security management

2. Specification of security requirements

3. Security by design

4. Secure implementation

5. Security verification and validation 
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IEC62443-4-1 – practice 5: Security verification and validation testing

› SVV-1: Security requirements testing

Functional testing of security requirements

Performance and scalability testing

› SVV-2: Threat mitigation testing

Test effectiveness of mitigations to threats identified by the threat model  (STRIDE)

If a layered defense strategy is used, then test the effectiveness of each layer 

› SVV-3: Vulnerability Testing

Base known vulnerability testing on public source for known vulnerabilities

Attack surface analysis, (un)known vulnerability scanning (fuzzing, stress testing…)

› SVV-4: Penetration Testing

Approach testing like an attacker 

Often involves exploiting chained vulnerabilities in a product
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IEC62443-4-1 – practice 5: Security V&V testing
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Common Criteria for IT Security Evaluation 

› a framework in which computer system users can specify their security 

functional requirements (SFRs) and assurance requirements (SARs) in a 

Security Target (ST), and may be taken from Protection Profiles (PPs)

› Vendors can then implement or make claims about the security attributes of 

their products, and testing laboratories can evaluate the products

27

ISO/IEC 15408
Common Criteria



Security Functional Requirement (SFR) Classes
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Class AGD: Guidance documents

Life-cycle support

Protection Profile Configuration evaluation

Security Target evaluation
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Security Assurance Requirement Class Tests

› Focus on confirmation that the TSF operates according to its design descriptions

› This class does not address penetration testing

› Tests performed by developer and evaluator
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SAR Class Vulnerability Assessment

› addresses the possibility of exploitable vulnerabilities introduced in the 

development or the operation of the security target
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Conclusions
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