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Device Case Studies

› Research: In-depth security analysis on a set of devices

› Research questions:

What is the current state of IoT security?

What vulnerabilities can we uncover?

What can we learn from these vulnerabilities?

What vulnerabilities could have been prevented?
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Eufy

› Founded in 2016

› Already among market leaders

› Focus on security 

› 1/334 Households
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Eufy - Architecture
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WPA2-PSK?

Eufy – Dedicated Network - Setup



› Combination of techniques

1. Network traffic analysis

2. Firmware analysis

3. Symbolic analysis
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Methods



Cracking the WPA2-PSK



Eufy – Firmware acquisition 
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Eufy – Firmware acquisition 
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Eufy – Authentication bypass - CVE-2023-37822
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› Suspicious activities

Reuse of password

UART login

WPA2-PSK

Password follows a pattern
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Eufy – Filesystem analysis



Eufy – Filesystem analysis
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Eufy – Reverse engineering
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› WPA2-PSK directly

linked to serial 

number?!
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Eufy – Reverse engineering



Eufy – Authentication Bypass
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Serial number:

T8010P23224107B0

WPA2PSK:

“YzQ3MzI3”

c4732772b06902fe671689ef92946675

MD5 hash

YzQ3MzI3NzJiMDY5MDJmZTY3MTY4OWVmOTI5NDY2NzU

Base64

First 8 bytes

Entropy? #possible combinations?

16^6 = 16.777.216



Eufy – Authentication bypass
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Serial number:

“T8010P23224107B0”

WPA2-PSK:

XXXXXXXX

“YzQ3MzI3”

› Steal WPA Handshake

› Crack WPA2-PSK – Brute force

20 seconds



Authentication Bypass - CVE-2023-37822
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Serial number:

“T8010P23224107B0”

WPA2-PSK:

“YzQ3MzI3”



Decrypting the Video Stream



Eufy – Encryption
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Unencrypted



Eufy – Encryption
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Eufy - Encryption
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Eufy – Encryption

P2P Encryption

25

Media Encryption



Eufy – Encryption

› Manual reverse engineering

Complex

Fault prone

Time consuming
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Selective execution



Eufy - Encryption

› Objective: Reconstruct AES key

Run cross-architecture binary

Run targeted functions

Run with concrete inputs

Avoid complex setup
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Selective execution



Eufy - Encryption

Debugger (GDB) Emulation (QEMU)

Targeted Execution ✓

Cross-architecture ✓

Avoid Complexity ✓
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Selective execution



Eufy - Encryption

Debugger (GDB) Emulation (QEMU) Our Tool

Targeted Execution ✓ ✓

Cross-architecture ✓ ✓

Avoids Complexity ✓ ✓
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Selective execution

› Our Tool

Combines Binary lifting and Debugging

= Cross-architecture symbolic debugger



Eufy - Encryption
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Reflection



Reflection

› Objective of an attack on an IoT device

1. Corrupt IoT device

2. Pivot into device network

3. Integrate into botnet
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Reflection

› Why this case study

Towards industry

What vulnerabilities are prevalent

Preventing vulnerabilities

Towards research 

Uncovering advanced vulnerabilities

Automation
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Thank you!

Read the Paper!
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