


Agenda

13.30h: Welcome coffee

14h00: From Research to Industry: 

Innovating Software Security and Privacy (J. Lapon)

14h20: A Deep Dive into Security Vulnerabilities and 

Proprietary Protocols: a case study (V. Goeman)

14h40: Security Testing for Compliance: Meeting Standards, 
Reducing Risk (V. Naessens)

15h00: Co-assuring Security and Safety during Software 
Development (J. Vankeirsbilck)

15h20: Embedded Security Testing and Automation (C. De Roover)

15h40: Coffee break

16h10: Testimonials from Industry:

• Bridging IT & OT Security Frameworks: Ensuring Compliance in Industrial Environments (Vincotte 
– S. Van Hauwaert)

• LLMs in security -- Fight fire with fire. (Aikido – R. Delrue)

• The pitfalls of Security Testing (Secudea – D. Sarazyn)

16h40: Panel - Emerging Security Challenges in Industry

17h10-19h30: Networking
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Academic Research, Education, …

› Threat modelling, program verification and testing, … 

› Authentication, Identity Management, Authorization … 

› System and Network Security 

› Cryptography, hardware support …

Building Products, services, …



From Research to Industry - Innovating Software Security and Privacy

Academic Research, Education, …

› Track 1: Secure Applications 

› Track 2: Security Services 

› Track 3: System and Infrastructure Security 

› Track 4: Security building blocks and Hardware

Building Products, services, …
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Academic Research, Education, … Building Products, services, …

› Novel systems and services

› Transforming existing systems



From Research to Industry - Innovating Software Security and Privacy

Academic Research, Education, … Building Products, services, …

› Specific security requirements

› Evolving threat surface 

› Increasing complexity of cyberattacks



From Research to Industry - Innovating Software Security and Privacy
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From Research to Industry - Innovating Software Security and Privacy

• Tutorials
• Guidelines & cookbooks
• Workshops
• Innovation Trajectories
• Awareness
• …

Applied Research: VLAIO     TETRA / COOCK+

eIDea

WiSCy

SecureApps

CrossMoS VERBOTEN

SMIoT

GDPR

VELCRO DASH

CoAssurance

SECDES EPRIOS

BUGATTI LISA

SSB



From Research to Industry - Innovating Software Security and Privacy

• Research Collaboration

• Focus on Innovation

• Co-Funding Model
• Financial support for companies 

and research groups

Strategic Research:    VLAIO  ICON

TRUSTI CoCoNuT

AVERT Advanced Embedded Security Testing
• Detection
• Automation
• Handling, prioritization
• Monitoring

STaR

?





Ariane 5: ESA leading space race (1996)



Ariane 5: ESA leading space race (1996)

Ariane 5 used software of Ariane 4
Conversion from 64 to 16 bit (in ADA)
➔ Compiler override
➔ 7 cases with only 4 protecting against possible overflow



Mariner 1: First to fly by Venus (1962)

Missing Hyphen (~)

Engines received erroneous commands 
to deviate from course 



Shiaparelli: testing soft landing (2016)

Integer Overflow in 
Inertial Measurement Unit (IMU) 

=> ejection of parachute @ 540m/s



v1.0
10.000 LoC

500.000 LoC

24.700.000 LoC

+27.000.000 LoC

Endeavour

F-35



Software contains 15 bugs per 1000 Lines of Code

Fraction of these bugs may be exploited

* Hardware as well



target: 0.1 defects per 1,000 lines of code

Software Reliability in Space Applications – Facts, Trends and Challenges, Ying Shi, NASA GSFC - Jan 28, 2020



v1.0
1 BUG

50 BUGS

2470 BUGS

+2700 BUGS

Endeavour

F-35

target: 0.1 defects per 1,000 lines of code



Requirements
• Risk assessment

Design
• Threat modelling

Development
• Secure coding
• Static analysis
• Code Review

Testing
• Security Testing
• Firmware analysis

Deployment
• Secure config
• Automation

Maintenance
• Pen testing
• Vulnerability Management
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Case Study – Fintech Company

First: 60% code coverage

Improvements:

• Automated test generation

• Risk-based testing

• Test Driven Development

https://medium.com/@keployio/in-the-fast-paced-world-of-software-development-
ensuring-that-your-code-is-thoroughly-tested-is-5aae15b6445e

6 Months:

40% less production bugs

30% faster release cycles

https://medium.com/@keployio/in-the-fast-paced-world-of-software-development-ensuring-that-your-code-is-thoroughly-tested-is-5aae15b6445e
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1940s-1950s 1960s 1970s-2000s 2010s-2015s 2015s-2020s 2020s-2023s 2024s-…

Software Testing

History of Testing



Structured Testing
Unit tests

Regression tests 

System tests

Debugging
Birth of

SW Testing

1940s-1950s 1960s 1970s-2000s

Automation

Waterfall, Agile

Quality Testing

2010s-2015s 2015s-2020s 2020s-2023s

Firmware Static Analysis

Pentesting
Basic Protocol Fuzzing

SAST/DAST

Update testing
Secure Boot Testing
UART/JTAG testing

Firmware Emulation

Fuzzing
SCA

RED-DA
CRA

Embedded Security Testing

2024s-…

Hardware Fuzzing

AI-based analysis
End-to-End Security Testing

Software Testing
Quality + 

Security Testing

Mirai (2016)

History of Testing



Security Testing Finding exploitable vulnerabilities

Breach Security Improve Security







AI to the Rescue?

“Up to 46% of code in supported languages is now written with Copilot assistance.”

        -- Github Next Research --

So, 46% of the code is Bug Free?

35% of Copilot generated code in 
Github contains vulnerabilities

(Majdinasab et al. SANER ’2024)

e.g., insecure defaults, SQL Injection, XSS or command injection, 
skipping security checks, vulnerable packages, sensitive data exposure, …



AI to the Rescue?

Blockchain automated trading bot:

 created using ChatGPT

 suggested API with hidden backdoor

 => leaking secret keys



IoT Security is a Challenge

Together we will get there!









Thank you!

Questions? 
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