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SOFT in a nutshell

1 of 2 large research groups (other being Al)
within the Departement of Computer Science
(DINF) at Vrije Universiteit Brussel (VUB) in
the capital of Belgium
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Research scope

Small scale
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Research Diversity Dimensions at SOFT

* empirical research into secure practices

’ * reactive security & incident management

‘ SOFT researches theories, technologies and methods that are at the . .
basis of, or help to improve, the construction of software at all layers of * dynamic and static program analyses

’ b 10 IMprove, - vare at al 1dy . tools for SCA, SAST, DAST, IAST, RASP
the software stack that begins where computer engineering ends and

. - - . Y . =
goes up to and includes application construction. ”’ Secure programming abstractions
* secure programming languages



Full-time faculty members

Wolfgang De Meuter Elisa Gonzalez Boix Coen De Roover Bas Ketsman Antonio Paolillo Jens Nicolay
2006 2014 2015 2019 2023 2024
language design for languages and program analysis scalable big applied software
reactive and event-based tooling for design and data systems, embedded software, research
applications, concurrent and applications in query operating systems reactive sec:Jrity
low-code applications distributed systems software quality optimisation
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SOFT Research highlights

Managing the software supply chain

Maven npm

Development =
dependencies
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12" IEEE International Working Conference on Software Visualization
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Vulnerable & outdated
development
dependencies

SBOMs and dependency
management tooling

On the Impact of Security Vulnerabilities in the npm and RubyGems
Dependency Networks

Ahmed Zerouali, Tom Mens, Alexandre Decan, Coen De Roover

In Empirical Software Engineering (EMSE), 2022
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dOC er kubernetes

Tom Mens

Deployment
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Tooling and Analytics

Vulnerable & outdated
deployment dependencies

(DIGITAL JU SME Support Actions)
Proposal number: 101190492

Proposal acronym: CRACY

The Docker Hub Image Inheritance Network: Construction and Empirical Insights
Ruben Opdebeeck, Jonas Lesy, Ahmed Zerouali, Coen De Roover - SCAM 2023

Helm Charts for Kubernetes Applications: Evolution, Outdatedness and Security Risks
Ahmed Zerouali, Ruben Opdebeeck and Coen De Roover - MSR 2023
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Call: DIGITAL-ECCC-2024-DEPLOY-CYBER-06
(Deployment Actions in the area of Cybersecurity)

Topic: DIGITAL-ECCC-2024-DEPLOY-CYBER-06-COMPLIANCECRA
Type of Action: DIGITAL-JU-SME

Type of Model Grant Agreement: DIGITAL Action Grant Budget-Based

SBOMs R NLE TN CRA Compliancy
scanning tools (Made Easy)
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ANSIBLE

Configuration

Security weaknesses in

configuration scripts
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A SECURITY”

laC scannersy, il

scripts are vulnerable

ARE YOUR ANSIBLE SCRIPTS
VULNERABLE?

Security smell detection
for Ansible files

Gasel tool

Control and Data Flow in Security Smell Detection for
Infrastructure as Code: Is It Worth the Effort?
Ruben Opdebeeck, Ahmed Zerouali and Coen De Roover - MSR 2023



OFT Research highlights

Dynamic application security testing

CS ICON Project APAX : Automated Posture Analysis that Scales

De Roover, Coen (Administrative Promotor), Loeckx, Johan (Co-Promotor) ?
A VLAIO

Software Languages Lab, Informatics and Applied Informatics, Federated labs Al and Robotics

Flanders Innovation and Entrepreneurship, Toreon, Awingu, Ceeyu, L-Sec

W9 Overview © Fingerprint [ Research output (1)

@ Terminal Shell Edit View Window Help

Whiteboard drawing x

® localhost:3000/index.htmi?otiluke-ali

Project Details

Description

In the Automated Posture Analysis that Scales (APAX) project, the
Toreon and Awingu have the ambition to apply existing ongoing 1
future works to help automate the analysis of threats and challeng
unique expertise and works from research partners from the Softy
Intelligence Labs from VUB, together with LSEC. The impact of tt
continuous evolving cloud, internet technologies and applications
CyberSecurity challenges appear while many older ones have not |
the goal is to avoid malicious activities to happen and to avoid act
applications from becoming inaccessible, infringed, unreliable, he
means to trade illicit content. In order to keep up with these chall
will need to further evolve from manual labor-intensive approacht .~ ____ = . S+ e

detection, mitigation, reaction, incident handling, process manags v :
| Fouten | Waarschuwingen | Logbosken | info | Debuggen JECCNEULINELNC T

recovery. But this has to happen in close collaboration with the Off A srchrone xutsfecuest op e buotthread vordh nis eer andrsteund vamege de nodelige ffecten p de eindgabrulkrseriarig. Zie hio: /. sec-whaog.ors/ vor seer nformatis

unreachable code after return statement [Meer info)
unreachable code after return statement [Meer info)

business, people and processes. Maximizing automation iNCrease) 4 i o s ren sotmt s ate
reduces the repetitive work of security experts, allowing them to fi » e
Automated Posture from the APAX-project increases the efficiency

Toreon, further enhances the Posture product offering of Ceeyu’s

improves the cybersecurity of the Awingu remote office offering.

Acronym VLAAI4
Status Finished
Effective start/end date 1/03/22 » 31/07/24

concolic testing for
event-driven systems

72 100%® =1Us Mon13:31 Maarten Vandercammen Q =
9x99
licRelationalExp”, "left": {"t:
olic: {"type":"Synl

" “CONSTRAINT",

L]

bolicRe
“symbolic"
Metrics for all iterations: [{"linesCovered":55,"linesCoveredPerProcess":55,"nrOfErrors”:0, "executionTine" :8486, " cunulativeTine" :8486}]

STARTING NEW TEST ITERATION

globalInputs = [{"processId":1,"id":0,"value":0}]
events = (]

undefined process exited with code null and signal SIGTERM

Process server_2 in second return

SOURCE /Users/mvdcanne/PhD/Projects/JS_Concolic/input_programs/whiteboard/index. js
ADVICE___BEGINI: server_2

PROCESS 0 ADVICE__END1

Uistening on port 3000

TESTING WEB PROCESSES

Command /Applications/Firefox.app/Contents/Macos/firefox-bin ~private ~devtools http://localhost:3000/index.html7otiluke-alias=whiteboard_1.2
read ECONNRESET @conne ket

read ECONNRESET @conne:
read ECONNRESET @connect-socket

Process whiteboard_1_2 in second return

read ECONNRESET @connect-socket

read ECONNRESET @connect-socket

SOURCE http://localhost:3000/main. js

ADVICE___BEGIN1: whiteboard_1_2

Not all processes finished setting up yet, waiting a bit longer
read ECONNRESET @connect-socket

etting up yet, waiting a bit longer
ket

read ECONNRESET @connect-socket
Process 1 created synbolic input parameter (base = 0) with id: 0
Not all processes finished setting up yet, waiting a bit longer

PROCESS 1 ADVICE___END1
Can't fire next event: nr of messages” 0 ; WAS_ACTIVE: true

ENDING TEST ITERATION: GLOBAL PATH CONSTRAINT IS: % mbolicRelationalExp", " ‘SynbolicInpu
D ", "left
. elationalExp”, " Lef
o ‘SynbolicRelationall

c":{"type":"SymbolicRe ationa lExp

Metrics for all iterations: [{"linesCovered":55,"linesCoveredPerProcess":55, "nrOfErrors":0, “executionTine" :8486, "cunulativeTine":8486}, {" LinesCovered":60, " LinesCoveredPerProcess":
60,"nrOfErrors” 0, "executionTine" 112105, "cumulat iveTine": 20591} ]

STARTING NEW TEST ITERATION

globalInputs = [{"processId":1,"id":0,"value":1}]
events = (]

undefined process exited with code null and signal SIGTERM

Process server_3 in second return

SOURCE /Users/mvdcanne/PhD/Projects/JS_Concolic/input_programs/whiteboard/index. js
ADVICE___BEGIN1: server_3

PROCESS 0 ADVICE__END1
listening on port 3000

TESTING WEB PROCESSES

Command /Applications/Firefox.app/Contents/Mac0s/firefox-bin ~private ~devtools http://localhost:3000/index.html70tiluke-alias=whiteboard_1_3
read ECONNRESET @connect-socket

Not all processes finished setting up yet, waiting a bit longer

read ECONNRESET @connect-socket

read ECONNRESET @connect-socket

Process whiteboard_1_3 in second return

read ECONNRESET @connect-socket

read ECONNRESET @connect-socket

ADVICE, INL: whitel
read ECONNRESET @connect-socket
Process 1 created synbolic input parameter (base = 1) with id: 0

Not all processe

PROCESS 1 ADVICE___ENDL
1

Basecamp
Zero

Zero-touch Testing of Cloud-native Applications

Nieuws  Beleggen [l¥E]  MinGeld Sabato ABONNEERNU LG IN

NIEUWS | ONDERNEMEN | TECHNOLOGIE

resilience testing
through fault injection

Vlaamse Al spoort bugs in
software sneller op

opiEER LK 48
(TWITTER)
FACEBOOK
WHATSAPP
LINKEDIN

E-MAIL

BEWAAR

, . ! =
SCHENK DIT ARTIKEL = e
Professor Serge Demeyer (UA) en professor Coen De Roover (VUB) ontwikkelden samen een Aol om
L e L LA
WIM DE PRETER

21 februari 2025 09:08

De Antwerpse en Brusselse universiteiten hebben een Al-tool
ontwikkeld om fouten in software sneller op te sporen. De potentiéle
besparing voor bedrijven is groot, klinkt het. ‘Deze methode levert elke
softwaretester minstens een uur per dag tijdwinst op.’




SOFT Research highlights

Static application security testing

endDoc = readerContext.DocBase + readerContext.Reader.MaxDoc;

if (res=
Corer = weigh

= null)

i ctargetDoc = docID -
§nt actualDoc = scorer.Dd

W Y

if (actualDoc < targetDoC

{

actualDoc
- Q > <
irrent projec ith v | |Show log

CAST_AFTERNS

HANDLE_LEAK (2
NO_LOCK (121)
4 NRE (6)
> NRE: Value scorer, which has null value, is dereferenced in method call scorer.DocID()
QueryRescorer.cs 90:33 Help Suppresiscport FP
declared at v

QueryRescorer.cs 6820
Step 1: Condition hitUpto < hits.Lenath taking true branch.

“to boldy go where no SAST tool
has gone before”

- Static Stack-Preserving Intra-Procedural Slicing of WebAssembly Binaries
=1 Quentin Stiévenart, Dave Binkley and Coen De Roover — ICSE 2022

=] Compositional Information Flow Analysis for WebAssembly Programs
Quentin Stiévenart and Coen De Roover - SCAM 2020

deployment

=| Control and Data Flow in Security Smell Detection for | 10 m -
3 Infrastructure as Code: Is It Worth the Effort? s aUto atl O n
Ruben Opdebeeck, Ahmed Zerouali and Coen De Roover - MSR 2023 ;

INFRASTRUCTURE-
AS-CODE

analysis designs for
“shift left”

Result Invalidation for Incremental Modular Analyses
Jens Van der Plas, Quentin Stiévenart and Coen De Roover - VMCAI 2023

Change Pattern Detection for Optimising Incremental Static Analysis
Cindy Wauters, Jens Van der Plas, Quentin Stiévenart and Coen De Roover - SCAM 2023

A Parallel Worklist Algorithm and Its Exploration Heuristics for Static Modular Analyses
Quentin Stiévenart, Noah Van Es, Jens Van der Plas, and Coen De Roover - In JSS 2021



Secure Deployment Automation



WWW
nonfl

Deployment automation

WiNWW
nofl

- name: Ensure default user account is deleted
user:
name:
state: absent
when: default user name is defined
become: true

- name: Ensure default user group is deleted
group:
name:
state: absent
when: default user group is defined

WiNWW
nofl

HOHOHD

Provision

—
Configure

—

Manage

— ¢

- name: Ensure root password is changed
user:
name: root
password: >-
{{
root password
| password hash(
'sha512"',
65534 | random(seed=inventory hostname) | string)

WWW
ool

HOHDHD

+}

update password: always
state: present
become: true

WWWW
ool

- name: Ensure sshd configuration is correct
template:
src: sshd config.j2
dest: /etc/ssh/sshd config
owner: root

group: root
mode: 0600
become: true
notify: restart sshd

HOHDHD

WiWiN

HOHDOHD

- include role:
name: Oefenweb.ufw
apply:
become: true
vars:
ufw logging:
ufw rules: HashiCorp

- rule: allow f
direction: in Terra Ol'm
to port:
protocol: tcp

interface:
comment: Allow incoming SSH traffic

HOHDHD

- include_ role:
name: fail2ban

HOHDOHD

10



Our Solutions

GASEL

Graph-based Ansible Security Linter

P,
U

Deep static application security
testing (SAST)




GASEL: Security Smell Detection

http://my.apps.com/my/app.zip

Software supply chain

! Missing integrity check security weakness!

: Potential Man-in-the-
! HTTP without TLS/SSL Middle attacks!

GASEL detects 7 types of security “smells” in Infrastructure as Code

12



Our Solutions

SCAnsible

Software Composition Analysis for Ansible

Deep software composition
analysis (SCA)

13



SCAnNsible: SSCs in laC err:, uage

PIatform

depends on

Playbook Module

A
: writes

2

First exploration of Software Supply Chains in Infrastructure as Code

Package



Dependency types

B Collections | Modules
B Pyihon packages | OS packages

Roles

Top collections

Collection
ansible.builtin
community.general
community.mysql
community.postgresql

ansible.posix

#usages

487
19
10

#modules
30

10

3

Vulnerabilities

B Critical I High
B Unknown

Medium | Low

Top modules

Module

ansible
ansible
ansible
ansible

ansible

.builtin.
.builtin.

.builtin.

.builtin

.builtin.

file
command

template

.apt

service

#usages
78
62
58
50

47

Weaknesses

B MissingintegrityCheck [l HardcodedSecret

HTTPWithoutSSLTLS |l UnrestrictedIPAddress
B AdminByDefault

Top dependencies
Dependency #usages
lsattr 5 10
chattr 5 9

L[ Y Python | 5

sha QD) 5

rpm (T 3




SOFT in a nutshell

Research scope

Small scale
VS.
Large Scale
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SOFT Research highlights SOFT Research highlights SOFT Research highlights
Managing the software supply chain Dynamic application security testing Static application security testing
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Zero-touch Testing of Cloud-native Applications

Vulnerable & outdated
development
dependencies

SBOMs and dependency
management tooling

act of Security ilities in the npm and

orks
Mens, Alexandre Decan, Coen De Roover
Engineering (EMSE), 2022

Vulnerable & outdated
deployment dependencies

SBOMs and contalner CRA Compliancy
scanning tools (Made Easy)

Security weaknesses in
configuration scripts
* i A Y
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k sEcurnYZ

laC scannersy

Gasel tool
TthHbImaglh Ntwsztl dEmp al Insights N
Ruben Opdebeeck, Jonas Les yAhm ed Zerouali, Coen De R - SCAM 2023 C h’ol dDataFle ‘Security Smell Detection for
s Code: Is Ilerhth Effort?
@ Helm Chal rts' Evol and Security Risks F(b Opdbe ck, Ahmed Zerouali and Coen De Roover - MSR 2023
Ahmed Zerouali, Ruben Opdebeeck and Coer D R - MSR 2023
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concolic testing for
event-driven systems

resilience testing
VlazmwAl\pxmnbug\in " . -
softwaresnlierop through fault injection

fault reproduction
through fuzzing

“to boldy go where no SAST tool
has gone before”
M
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analysis designs for
“shift left”

ital Modular Analyses
art and Coen De Roover - VMCAI 2023

tyss
- SCAM 2023

s fo st h M dular Analyses
e De R -InJss 2021



