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SOFT in a nutshell

• 1 of 2 large research groups (other being AI) 
within the Departement of Computer Science 
(DINF) at Vrije Universiteit Brussel (VUB) in 
the capital of Belgium 


• originating from the 2008 merger of SSEL and 
PROG, both founded in 1987 by Prof. emeriti 
V. Jonckers and T. D’Hondt


• currently counting about 20 pre-doctoral 
researchers, 8 post-docs, and 1 valorisation 
manager –led by 6 full-time faculty members 

• supported by portfolio covering entire 
spectrum from fundamental over strategic 
basic to applied research
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Research scope

Data 
vs. 

Programs

Low Level 
vs. 

High Level

Small scale 
vs.  

Large Scale

Mainstream 
vs. 

Upstream

Theory 
 vs.  

Applications

Research Diversity Dimensions at SOFT

SOFT researches theories, technologies and methods that are at the 
basis of, or help to improve, the construction of software at all layers of 
the software stack that begins where computer engineering ends and 

goes up to and includes application construction.

• empirical research into secure practices

• reactive security & incident management

• dynamic and static program analyses

• tools for SCA, SAST, DAST, IAST, RASP

• secure programming abstractions

• secure programming languages


“

”

3



Full-time faculty members

Coen De RooverWolfgang De Meuter Bas KetsmanElisa Gonzalez Boix Jens NicolayAntonio Paolillo

20152014 2023 20242006 2019

applied software 
research,  

reactive security
embedded software, 
operating systems

scalable big 
data systems,  

query 
optimisation

language design for 
reactive and event-based 

applications, 
low-code applications

languages and 
tooling for 

concurrent and 
distributed systems

program analysis 
design and 

applications in 
software quality
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Researchers (with a picture)People
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SOFT Research highlights
Managing the software supply chain

Development  
dependencies

Deployment  
dependencies

Configuration

Vulnerable & outdated 
development 
dependencies

Vulnerable & outdated 
deployment dependencies Security weaknesses in 

configuration scripts

SBOMs and dependency 
management tooling

SBOMs and container 
scanning tools

12
th

IEEE International Working Conference on Software Visualization

(VISSOFT 2024)

MOST INFLUENTIAL PAPER AWARD
presented to

Raula Gaikovina Kula, Coen De Roover, Daniel M. Germán,

Takashi Ishio and Katsuro Inoue

for their VISSOFT 2014 paper

Visualizing the Evolution of Systems and Their Library Dependencies

Flagstaff, Arizona, United States. October 6
th

-7
th

2024.

Bonita Sharif Andy Zaidman
MIP Co-Chair MIP Co-Chair

The 12
th

IEEE Working Conference on Software Visualization (VISSOFT 2024) builds upon the success of the previous eleven editions of VISSOFT,

which in turn followed after seven editions of the IEEE International Workshop on Visualizing Software for Understanding and Analysis (VISSOFT)

and five editions of the ACM Symposium on Software Visualization (SOFTVIS).
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Section Title Action
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CRA Compliancy 
(Made Easy) 

Gasel tool

IaC scanners
ARE YOUR ANSIBLE SCRIPTS 

VULNERABLE?
Security smell detection  

for Ansible files 

1000s of  
Infrastructure-as-Code  

scripts are vulnerable

IaC 
SECURITY

On the Impact of Security Vulnerabilities in the npm and RubyGems 
Dependency Networks 
Ahmed Zerouali, Tom Mens, Alexandre Decan, Coen De Roover 
In Empirical Software Engineering (EMSE), 2022

The Docker Hub Image Inheritance Network: Construction and Empirical Insights 
Ruben Opdebeeck, Jonas Lesy, Ahmed Zerouali, Coen De Roover - SCAM 2023 
 
Helm Charts for Kubernetes Applications: Evolution, Outdatedness and Security Risks 
Ahmed Zerouali, Ruben Opdebeeck and Coen De Roover - MSR 2023

Control and Data Flow in Security Smell Detection for  
Infrastructure as Code: Is It Worth the Effort? 
Ruben Opdebeeck, Ahmed Zerouali and Coen De Roover - MSR 2023
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Dynamic application security testing

resilience testing 
through fault injection

fault reproduction 
through fuzzing

concolic testing for 
event-driven systems

SOFT Research highlights



Static application security testing
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SOFT Research highlights

Static Stack-Preserving Intra-Procedural Slicing of WebAssembly Binaries 
Quentin Stiévenart, Dave Binkley and Coen De Roover – ICSE 2022


Compositional Information Flow Analysis for WebAssembly Programs 
Quentin Stiévenart and Coen De Roover – SCAM 2020


“to boldy go where no SAST tool 
has gone before”

analysis designs for 
“shift left” 

Result Invalidation for Incremental Modular Analyses 
Jens Van der Plas, Quentin Stiévenart and Coen De Roover – VMCAI 2023


Change Pattern Detection for Optimising Incremental Static Analysis 
Cindy Wauters, Jens Van der Plas, Quentin Stiévenart and Coen De Roover – SCAM 2023


A Parallel Worklist Algorithm and Its Exploration Heuristics for Static Modular Analyses 
Quentin Stiévenart, Noah Van Es, Jens Van der Plas, and Coen De Roover - In JSS 2021


Control and Data Flow in Security Smell Detection for  
Infrastructure as Code: Is It Worth the Effort? 
Ruben Opdebeeck, Ahmed Zerouali and Coen De Roover - MSR 2023

binaries

deployment 
automation



Secure Deployment Automation



Deployment automation

beta

production

acceptance-testing

development
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Provision

Configure

Manage

- name: Ensure default user account is deleted
  user:
    name: "{{ default_user_name }}"
    state: absent
  when: default_user_name is defined
  become: true

- name: Ensure default user group is deleted
  group:
    name: "{{ default_user_group }}"
    state: absent
  when: default_user_group is defined

- name: Ensure root password is changed
  user:
    name: root
    password: >-
      {{
        root_password
        | password_hash(
          'sha512',
          65534 | random(seed=inventory_hostname) | string)
      }}
    update_password: always
    state: present
  become: true

- name: Ensure sshd configuration is correct
  template:
    src: sshd_config.j2
    dest: /etc/ssh/sshd_config
    owner: root
    group: root
    mode: 0600
  become: true
  notify: restart sshd

- include_role:
    name: Oefenweb.ufw
    apply:
      become: true
  vars:
    ufw_logging: "on"
    ufw_rules:
      - rule: allow
        direction: in
        to_port: "{{ ansible_port }}"
        protocol: tcp
        interface: "{{ ansible_default_ipv4.interface }}"
        comment: Allow incoming SSH traffic

- include_role:
    name: fail2ban

…

…



Our Solutions
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GASEL 
Graph-based Ansible Security Linter

SCAnsible 
Software    

Deep static application security 
testing (SAST)

Deep software composition 
analysis (SCA)



GASEL: Security Smell Detection
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- name: Deploy application software 
  unarchive: 
    src: http://my.apps.com/my/app.zip 
    dest: /app/ 
    remote_src: true

         http://my.apps.com/my/app.zip 

! Missing integrity check Software supply chain 
security weakness!

GASEL detects 7 types of security “smells” in Infrastructure as Code

! HTTP without TLS/SSL Potential Man-in-the-
Middle attacks!



Our Solutions
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GASEL 
Graph-based   

SCAnsible 
Software Composition Analysis for Ansible

Deep static application security 
testing (SAST)

Deep software composition 
analysis (SCA)



SCAnsible: SSCs in IaC
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Playbook
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writes

writes

depends on 
depends on 

depends on 

Platform

Package

Language 
runtimes

writes

writes

writes

depends on 

depends on 

depends on 

First exploration of Software Supply Chains in Infrastructure as Code



Demo
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Dynamic application security testing
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fault reproduction 
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event-driven systems

SOFT Research highlights
Static application security testing
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