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Agenda

› Introduction

› Project Goals & Approach

› DistriNet@Ghent, KU Leuven

› Soft Languages Lab, VUB + Demo

› Discussion, AOB
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WHY?
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Convincing

for Industry?





Summary: Embedded devices have a low rate of adopting

user-space mitigations, despite these devices broadly have the

needed supports. The low adoption rate is partially attributed

to the restrictions of architectures and runtime environments,

but it in general reflects the “decisions” of vendors.



9

SO WHY???



Reputation
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Verkada Security Camera
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Critical Infrastructure





REGULATION
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How ???



Requirements

•Risk assessment

Design

•Threat modelling

Development

•Secure coding
•Static analysis

•Code Review

Testing

•Security Testing
•Firmware analysis

Deployment

•Secure config
•Automation

Maintenance

•Pen testing
•Vulnerability Management
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Why Software Security Testing is Hard?
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Product Security



Why Software Security Testing is Hard?
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› Clear requirements

Product

Test what the system should do on expected inputs



Why Software Security Testing is Hard?
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› Negative Framing and Constraints

Testing for the absence of vulnerabilities

Test every possible input

Security

Hard to test all the ways an attacker might try 

to break the system



Why Software Security Testing is Hard?
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Hardware simulation / Device emulation?

False Positives

Exploitability

Reproducability

Prioritization and Risk Management

Security



Developer Fatigue Hacker Fatigue

Manual Testing Prioritization

False Positives

Regulation

Qualitative Security 

Testing Tools

Continuous

Improvement Automation

Time

Reported bugs
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